SOCIAL MEDIA CHECKS

INTRODUCTION

Social media has become embedded in society with platforms such as Facebook, Instagram, LinkedIn
and Tik Tok being used by millions of people across the world. Social media platforms contain a large
amount of information about individual’s and their habits. This document aims to answer some of
the questions schools may have and offer some advice on how best to implement social media
checks for better recruitment in line with the Keeping Children Safe in Education (KCSIE) guidance.

CONTEXT

Keeping children safe in Education guidance states: “Schools and colleges should consider carrying
out an online search as part of their due diligence on the shortlisted candidates. This may help
identify any incidents or issues that have happened, and are publicly available online, which the
school or college might want to explore with the applicant at interview.”

But when considering this schools will need to also consider the wider data protection implications
that this has. To use information about an individual you first need to:

Have a defined purpose for processing the data.

Identify the lawful basis for processing the data.

Inform people about the use of their data.

Ensure that you are only storing it for the appropriate about of time.
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SOCIAL MEDIA IN RECRUITMENT

What are social media checks?
Social media checks are the practice of reviewing a candidate’s online activity and behaviour on
platforms such as Linkedin, Facebook, Instagram, twitter and Tik Tok.

Should we conduct social media checks?

The decision to conduct social media checks is down to each school individually. Conducting social
media checks can confirm details on a candidate’s application, provide new insights into their
personality or character and even identify some red flags such as offensive, violent, illegal, or
extremist content.

How does it assist in the recruitment process?

Social media checks can be a useful tool to get to know your candidates better. Schools can use
them to assess how a candidate conducts themselves in public and how their behaviour fits the
school’s culture and values.



Can we search all applicants?

No to meet the principles of data protection such as purpose limitation they should only be used for
those you are seriously considering for the role. Our advice would be to only conduct checks on
those you have confirmed for interview.

When should we do them?

Some organisations do them after shortlisting applicants but to ensure that we are not processing
unnecessary information or wasting our time we advise to start to conduct them once interviews
have been confirmed.

Who should do them?

Social media checks can influence your decisions, so you need to be careful that it does not lead to
unconscious bias. The person conducting the searches should be neutral and not part of the
interview panel.

What do we need to document?

This is for the school to decide. Some organisations take screen shots as evidence of findings others
merely make a note to raise it at interview which means the data is recorded as part of the interview
conversation. Whatever you decide to record will need to be held for as long is necessary.

How long do we need to store it for?

If social media checks form part of the basis of your decision, then the data collated should be stored
alongside the application and treated the same as all other recruitment data to ensure you have
evidence of why the decision was made. If it does not, then you can delete the information as it is no
longer required.

Don’t we need their consent?

No. Processing information for the purpose of recruitment is typically covered the contractual
obligation lawful basis. This covers the processing of data for the purpose of entering a contract with
the data subject. As this has been included in the most recent updates of KCSIE there is also a
reasonable expectation that these searches will be conducted.

How do we inform them?

Information about social media searches should be included on your applicant privacy notice but as
most schools often have different agencies advertising roles on their behalf this can be difficult to
achieve. Our advice is to ensure that you include a line in the invitation to interview that states these
searches will be conducted.

Will this information be released under a Subject access request?

Yes. If you opt to store this information, then it would be considered for release just like any other personal
data held.



